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Abstract; RFID communication security protocol based on NTRU public key cryptography system is es-
tablished. The plainiexts are randomly mapped by structuring the randomization function, and then the
plaintexts mapped possess the properties of dynamic and random distribution. As a result, the plaintext
characteristics can be hidden and can’t be taken statistics. And that attackers are unable to distinguish
from the messages and the message sources. RFID communication security protocol established by the
method is not only able to meet the basic confidentiality and authentication requirements, but also effec-
tively solve the special security issues of RFID communication such as traffic analysis, tracking attack
privacy leakage and so on; Moreover, the method has the following advantages: without key synchroniza-
tion and exhaustive search of ID or key, with simple key storage and key management system, and a good
scalability.
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